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A

growing number of
business executives are
taking to blogging —
and with good reason.
The benefits of wellexecuted CEO blogs are
significant and vast. But
blogging from the Csuite has plenty of pitfalls, too, particularly
legal ones. So it’s essential to plan strategically to make sure your digital journal exploits the power of the form while avoiding
the legal traps associated with executivepenned blogs.
“There are obviously terrific benefits to
be gained from executive blogging,” says
Tim Van Dyck, a partner in the Bostonbased law firm Edwards Wildman Palmer
LLP. “More and more CEOs are part of the
Google generation and, therefore, feel more
comfortable about blogging than, certainly,
people in my generation do.

“The executive blog is a wonderful egalitarian method of communication,” adds
Van Dyck, who chairs Edwards Wildman’s
Labor and Employment Group. “It can be
a very powerful marketing tool. It can be a
very effective means to recruit employees
and to communicate and organize knowledge. It’s a great way to share information
with clients and vendors. And it’s also a
wonderful opportunity to put a human
face on a company and to offer an exclusive look at the inner workings and culture of a company that traditional media
can’t parallel.”
Nancy Flynn, executive director of the
ePolicy Institute and author of several
books on corporate blogging and social
media, concurs, noting that blogs “can be a
great way for C-level executives to communicate with customers, prospects, potential
employees, decision-makers, the general
public and the media.”

TOOLS TO MANAGE MONEY
FROM ANYWHERE
Watch for potholes
Those are a few of the benefits that CEOs
can realize for their companies by blogging.
But those potential benefits are surrounded by serious hazards, says Flynn, whose
books include “Blog Rules” and “The Social
Media Handbook.”
“CEO blogging opens the organization
up to a broad range of potentially costly
risks, including workplace lawsuits, regulatory fines, lost productivity, public relations
nightmares, security breaches and mismanaged business records,” Flynn says. “Any
time any employee or executive, right up
through the CEO ranks, blogs on behalf of
the organization, you really have to take a
strategic approach to that blog, and you
have to adhere to your organization’s blog
policy, your content rules, your ‘netiquette’
guidelines and all of your other employment
policies, including harassment and discrimination, code of conduct, and on and on.
“Long story short, you have to be mindful
of the fact that content creates risk, so the
easiest way to control electronic risk is to
control your content.”
So what’s the best way to control that
content? According to Van Dyck, having a
corporate blogging policy is a must — and
not merely having such a policy in place but
steadfastly enforcing it.
“The company’s blogging policy needs to
be clear and unambiguous in terms of explaining what kinds of blogging are appropriate and what kinds of blogging are inappropriate,” Van Dyck says. “And that policy
needs to be enforced uniformly so that all
employees, including executives, are subject
to it. Particularly with respect to executives,
who come into daily contact with proprietary
insider information. The company should
identify a gatekeeper, such as an in-house
counsel, who reviews any executive blogging
material before it’s posted. In other words,
there needs to be a filter before it goes out.
“Obviously, both the executive and the
company need to make clear that the blog
is being monitored by the company,” Van
Dyck says. “The executive, I think, needs to
make sure that whatever is being blogged
about is not subject to misinterpretation.
Even something as innocuous as an executive saying, ‘Something big is going to
happen with the company,’ is a potential
minefield. That could be construed as the
company going public or the company being bought or entering into a new product
line. And all of those things really need to
be kept confidential.”

O

nline banking uses up-to-date technology
to give attorneys ways to avoid the timeconsuming, paper-based characteristics
of brick-and-mortar banking. This enables
them to manage their finances more

quickly and efficiently, saving time and money.
Online banking provides many advantages for busy
attorneys, including convenience, transaction speed,
efficiency and, perhaps best of all, ubiquity. If a money
problem arises and the attorney is out of town, even out
of the country, the problem can usually be taken care of
with a few clicks from any computer or smartphone.
The following are three online banking tools available to attorneys, compiled
by Elena Ray, senior vice president and market manager for the Northern Ohio
Business Banking team at PNC Bank.

◗ Online banking and bill pay: When attorneys bank online, they get the
convenience and efficiency of managing their firm’s cash flow wherever and
whenever they want. They can view account summaries and activity, sign up to
receive real-time account alerts, transfer funds between different PNC accounts
and pay monthly bills, all in a safe and secure setting.

◗ Remote deposit/Mobile deposit: With the remote deposit feature, attorneys
can save a trip (or many trips) to the bank and focus more time on the practice of
law. They simply scan and deposit business checks with a desktop scanner, then
transmit the images of the check to PNC for deposit to their business checking
account. If they own an iPhone, they can download the PNC mobile application
and deposit checks on the go.

◗ Online payroll: With online payroll, attorneys can process their entire payroll
in a fraction of the time it takes to do it manually. And managing payroll online is
cheaper than traditional payroll service providers. With 24/7 access to payroll and
tax forms, free direct deposit and online pay stubs for employees, attorneys can
spend less time in the back office and get back to the practice of law. <<
ELENA RAY is a senior vice president and market manager for the Northern Ohio Business Banking team at PNC.
In her role, she manages a team of business bankers with the responsibility of servicing clients with a sales size of under
$10 million.
HOW TO REACH: PNC Bank, www.pnc.com/attorneys or (877) 535-6316
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The corporate blogging policy
high-ranking executives,” he
should extend beyond the exsays. “It gives the executives
ecutive who is writing the blog.
more protection, and it gives
Comments appended to blogs
the company greater protecby readers have to be monition. There’s no downside to
tored as well, Flynn says.
having those posts vetted by,
“If CEO bloggers are going to
if not in-house legal counsel,
allow third parties to comment
at least somebody who is
on their blog, then you want
aware of and knows what to
to post a policy on your blog
look for in terms of the risks.”
Nancy Flynn
— your community blogging
The trend toward mobile
guidelines — to let those third
blogging makes preliminary
parties know that, ‘Yes, you’re
legal review of blog posts
welcome to post your comeven more crucial.
ments on our blog in response
“Technorati recently reto our CEO’s posts, but here
ported that 25 percent of
are the rules — here’s what’s
bloggers are now engaged
allowed, here’s what’s not alin mobile blogging,” Flynn
lowed.’ And you want to, either
says. “So if your CEO uses
through technology or through
a smartphone or a tablet to
Tim Van Dyck
a human set of eyes, monitor
post to your corporate blog,
those comments,” Flynn says.
chances are, in that kind of circum“You definitely want to review those comstance, the writer might be inclined to take
ments before they go online, because you
some shortcuts. You might be working a
don’t want something posted that is unlawlittle faster and abbreviating language and
ful or uncivil or a poor reflection on your
maybe not taking as much time to reflect on
company.”
whether this is really what you want to say
or how you want to say it or whether this is
Vet, vet, vet
something that’s really appropriate to put in
Another must for executive bloggers, in
the blog or whether this could get us into
order to avoid falling into one of the many
any trouble. So that’s another reason why I
legal traps associated with the form, is to
think it’s a good idea to have legal vet those
have all blog posts reviewed by a legal exblog posts.”
pert before they’re launched into cyberspace.
Keep secrets secret
“I know that the blogosphere doesn’t like
What’s the most horrible thing an executo hear this, but I think having blog posts
tive blogger can do when he or she writes
vetted before they’re published is a great
a blog? What are the worst kinds of messidea,” Flynn says. “It’s something that I reces to avoid stepping in? According to Van
ommend to all of my clients. Here’s why:
Dyck, one of the most egregious errors a
You wouldn’t publish your organization’s
CEO can make is to slip up and reveal a
annual report without having it reviewed by
trade secret or a similar type of propriyour marketing department and your legal
etary company information.
department. You need to think in terms of
“I think the greatest risk is the inadvertent
your blog posts as reflections on your comdisclosure of confidential and trade secret
pany. And that content in those blog posts is
information,” Van Dyck says. “As we all
as fraught with potential risks as any other
know, high-ranking executives come into
kind of literature your company puts out.
daily contact with company trade secrets
“Just because blogging is electronic
and proprietary information. And the advent
doesn’t mean that you can play fast and
of executive blogging has dramatically afloose with the language,” Flynn says. “It is
fected who can communicate with whom,
a more casual way of communicating, but
when, how, why and where. Blogging’s
in spite of its casual nature, it’s still fraught
availability means that executives can now
with real potential problems. So I do think
transform their previously informal personit’s a good idea to have legal take a look at
al communications into a published, public
blog posts, particularly if it’s the CEO, bedocument. And that’s a capability that is
cause the CEO is the last person who you
very much at odds with trade secret laws’
want to be making a gaffe and creating poreliance on limited communication.
tential problems for your company.”
“In my view, executive blogging has sigVan Dyck agrees about the importance of
nificantly enhanced the likelihood of catahaving executives’ blog entries vetted bestrophic disclosures of trade secrets and
fore they’re posted.
other proprietary information, so I think
“I think that’s a very good idea, at least
that’s probably the most significant risk
with respect to posts that are authored by
associated with executive blogging.”
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Van Dyck notes that he’s had firsthand
experience with this type of circumstance.
“I had a situation where we represented
a company who wound up using information that had been posted on a competitor’s blog,” he says. “The other side came
back and explained that it was confidential. And we had a wonderful defense to
that, because the information had been
disseminated to the public by way of a
blog.”
Flynn agrees that it’s critical that executives not bring up anything remotely related to proprietary company information
in a blog.
“You have to keep your company secrets
close to your vest,” Flynn says. “You want to
be real careful that you don’t disclose confidential company information. You don’t
want to reveal your secret recipe or expose
your trade secrets or talk about your business partners’ trade secrets. Because once
the secret’s out there, it’s no longer a secret.”
Flynn points out that it’s also crucial to
make sure CEOs’ blog posts don’t violate
any regulatory rules.
“Let’s say you do business in the financial services world,” Flynn says. “Let’s say
you’re publicly traded. You definitely don’t
want to jump the gun and publish any posts
related to sales or revenue in advance of
the SEC’s specific guidelines on when that
information should be released and how it
should be released.
“Similarly, if you’re in the health care
arena, if you were to post any content that
violated HIPAA — if you revealed confidential protected health information related to
a patient — you could be in trouble. At the
end of the day, you really have to look at
your blog the same way you should be looking at your e-mail, and make sure you’re
adhering to the law and to regulatory rules
and to your own organizational guidelines.”
Ultimately, when executives write blogs,
they become the online face of their companies, so they had better keep their game
face on.
“What C-level and executives and all executives need to bear in mind is that a business blog is different from a personal blog
in that it is a reflection of your individual
professionalism, it is a reflection of your
organization’s corporate credibility, and it
does present the organization with a lot of
potential risk,” Flynn says.
If the CEO blogger commits a serious misstep, Flynn says, “It’s not the CEO who’s going
to be sued; it’s the whole organization.” <<
HOW TO REACH: Edwards Wildman Palmer LLP,
www.edwardswildman.com;
ePolicy Institute, www.epolicyinstitute.com

DON’T LET THE
INFORMALITY FOOL YOU

S

tatements made in a blog are in the public
“permanent record,” and an executive
should take great care not to be lulled by the
seemingly informal nature of a blog. Among
other things, any executive blogger should:

◗ Comply with the business’
social media policies.
◗ Not disclose anything that
should not be disclosed.
◗ Be entirely truthful.
The executive’s business should have a carefully crafted social media policy.
If such a policy is followed, this should help avoid legal pitfalls known to the
particular business. Of course, the converse is true. Moreover, if executives ignore
policies, other employees are likely to follow suit. Ultimately, a policy that is not
honored may well be a spear aimed at the business instead of a shield protecting
it.
Executives have access to a lot of information that should not be publicly
discussed. Trade secret protection can be lost and attorney-client communications
can lose their privileged status if they appear in a blog. A court order or contract
may require that information be kept confidential. State and federal statutes
require a surprising amount of information to be kept confidential. Listing all
such limitations is impossible here, but any blogger needs to make sure that all
disclosures are appropriate.
Everything written in a blog must be entirely true. A person unhappy with
statements made in a blog may decide to sue the blogger and his or her employer
for defamation. Such suits are expensive to defend and a blogger should avoid
writing anything that could engender such a suit. At the end of the day, the
truth is a defense to most such suits. Thus, a blogger should be positive that all
statements are entirely true. Untrue or partially true statements can be harmful
for other reasons. For example, if an executive loosely describes the term of a
contract (e.g., “We just signed a 10-year contract with AB Co.”), such a statement
could be used against the business in later litigation (e.g., when the business
attempts to argue that a separate provision of the contract allowed it to terminate
the contract in less than 10 years).<<
TIMOTHY J. MILLER is a partner at Novack and Macey LLP. He represents clients in complex commercial litigation and
arbitration matters involving a wide range of issues.
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